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GFIl: O komnaHuu

GFI — mexxgyHapogHasi KoMmnaHus-paspaboTymnk
nporpamMmmMHoro obecneyeHusi, KOTopoe nomoraet
ObusHecy nobbix MacwTabos B obecrneyeHum
6e30MacHOCTN, MOHUTOPWUHIA, yNpaBneHus u
nogaepxke IT NHPpPaCTPYKTYpbI.

MOHUTOPUHI

KoHTponb

Be3onacHocTb




| Komnanuun, Bxogsiime B coctaB GFl

GFI < KERIO ¢ exinda.

OcHoBaHa B 1992 * OcHoBaHa B 1997 * OcHoBaHa B 2002

MO ansa ceTeBon 6e3onacHOCTU  [10 pna ceTeBon 6e3onacHOCTU U  [10 ana ontummsayumn WAN
N KOMMYHUKaLMI KOMMYHMKaL MM KaHanos

MHoOrouncrneHHble Harpaabl * Harpagbl CRN B 2013-2015 * Gartner Visionary B 2016
MpucoeanHeHa k Aurea B 2015 * [lpucoeanHena k GFl B 2017 * [lpucoeanHeHa k GFl B 2017

[asten she soluions



| NMoptdenb npoaykroB GFI

Be3onacHocTb

KoMmMyHuKauumn

YnpaBneHue
CeTbio

[asten she soluions

GFI

GFI LanGuard

GFI WebMonitor

GFI EndPoint Security
GFI EventsManager

GFl MailEssentials
GFIl Archiver
GFl FaxMaker

< KERIO

Kerio Control

Kerio Connect

Kerio Operator

& exinda.

Exinda Network
Orchestrator
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GFI Unlimited
® Yto Takoe GFI Unlimited
l B yem yHuKanbHOCTb NoAMNCKU 1 Bbiroaa

' ' Kakue npoayKTbl BXOAAT B NOAMNUCKY
Kak nuueH3unpyetcs

YcnoBusa nepexoga n npnodbpeTteHns
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GFl Unlimited
. HocTtyn ko Bcen nuHeunke MO (kpome Exinda)
. . [opoBas nognucka Ha nbdoe KoNM4ecTBo

N

HeorpaHnyeHHoOe KONMMYecTBO YCTaHOBOK

PacTyLiunin kaTtanor pelueHum
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GFI Unlimited

Balwua skoHoMuS TpygodacoB un brogxeTa
[lonHasa 3awmTta cetn B 0OAHOW Noanucke

HanTtn cpasy HeCKONbKO noaxoasLmx
peLleHnn No AOCTYMNHOWU LieHe — pearnkbHo
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GFI Unlimited

GFI1 Unlimited gaet npaBo

cnonb3oBatb NobbIe NPOaYKThI

B paMKax npuobpeTeHHOro KonnyecTea
Yy3Mn0OB UK Nonb3oBarenemn
MakcnmanbHble pegakumnm

Bce onuun BKNHOYEHDI

TexHnyeckas nogaepxka BKNOYEHa



[MouTOBBLIN CepBep

3alyMTa OT crnama v BUpYCOB E] KerioConnect

YnpaBneHue nar4yamu
OueHKa YyS3BUMOCTE GFI LanGuard
HBeHTapmnsauma cetu

YnpasreHue KkopnopaTUBHOMN

NoYTON, 3aLumTa u punsTpaumns GFi MailEssentials
ApxvBaLMS NOYTbI U [OKYMEHTOB GFI Archiver
KOHTPOMb BHELLHWX YCTPOIICTB GFI EndPointSecurity”
MoHuTopuHr Web
MapLupyTtusaTop B3 KerioControl
3awuTa ot Beb-yrpos GFI WebMonitor
VPN
MOHUTOPUHI COBbLITUN B CETU GFI EventsManager
VoIP ATC KerioOperator

ABTOomMaTusauusi paboTbl C

dakcamu GFI FaxMaker



Kak pabotaeTt GFl Unlimited

NlnueHsuna GFI
unlimited Ha 100

MEeCT

GFI



| Kak pabotaeTt GFl Unlimited

. 9 | 3
& GFI EventsManager
—a

Beibop noboro
KonuyecTtBa
NPOaYKTOB




| Kak pabotaeTt GFl Unlimited

GFI EventsManager

BEEE GFI LanGuard
. y N\ GFl EndPointSecurity
GFI WebMonitor
a KerioControl

CeTb KnuneHTa

GFI




| Kak pabotaeTt GFl Unlimited

r—— GFI FaxMaker

GFI MailEssentials

. GFI Archiver

KerioOperator
100
nonb3oBaTenen

E KerioConnect
CeTb KNUeHTa

[audea sma solutions
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Mpoayktbl GFI Unlimited

B KerioControl

MexxceTeBoun aKpaH HOBOIO MOKOSIEHUS.
BcTpoeHHbIN MapLupyTM3aTop
Cuctema obHapyXeHUs1 BTOPXXEHUNN
@ AHTUBUMpPYCHaA npoBepka dpansos
OrpaHunyeHne goctyna no Kateropmam Bed-
CaNTOB N KOHTEHTHada punsTpauund
VPN
OTnn4yHO nogonaeT B KayecTBe
3ameHbl MS TMG
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HacTtpowka npaBun

800 Traffic Rules - Kerio Control Administration el
e ;
¢ Admin ¥
S, Dasnboard ) Traffic Rules % Admin
E B Interfaces Search: % | # || 7 TestRules || = Restore View
il i S 5 Name Source Destination Service 1P versio
¥ Intrusion Prevention [¥] Ping Any ) Firewall 4 Ping IPvd
() security settings [#| Remote administration S any O Firewall £ Kerio Control WebAdmin 1Pud
_'.LU {8 Bandwidth Management and QoS [¥] WPN Services = Any ) Firewall (£} 1Psec services 1Pt
| 455, Kerio VPN
¥ Content Filter %
J . [] Web Services 9 pny ) Firewall S HTTP 1Pvd
f_.‘-. Proxy Server e‘;:sﬂ'rrps
[#) Antivirus Kerio Operator Services 72 Internet Interfaces . Firewall {5 Kerio Operator services IPvd
%% UDF 10000 - 20000
=9 DHCP Server i
[¥] Kerio Connect Services Ay T Firewall |15 Kerio Connect services IPvd
€9 1Pv6 Router Advertisements o
[Z] Allow SMTP from Kerio Connect ™ 10.10.10.12 <7 Internet Interfaces 5 SMTP IPvd [
= DNS —
- — |#|
%+ Routing Table [/ Block SMTP from LAN ) Trusted/Local Interfaces  Any “SMTR TP
4 Accounting and Monitoring [¥] Internet access (NAT) 57 2 Trusted/Local Interfaces < Intermet Interfaces Any Pvd
I3 VPN clients
% Advanced Options ==
L [¥] Local traffic 9 Firewall ) Firewall Any IPvd
Usirs and Groups % Trusted/Local Interfaces <%, Trusted/Local Interfaces
Q Users J# VRN dlients £ VPN clients
All VPN tunnels All VPN tunnels
£a Groups = . W o
= — |7] Firewall traffic = . Firewall Any Any 1Pva
= g‘:k Domains and User Login
g Defiiions [7] 1v6 traffic from the Internet &7 <3 Intemnet Interfaces Any iy i
—a o | =
=) j SSL Certificates [@] 1Pvé traffic Sy Any Ay 1P
= (14 1P Address Groups Rlock nther traffic o A e e

(1Y URL Groups | Add || Remove || More Actions ~ [ pply__ ][ Reset
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OT4yeTHOCTb

<> [ [F = ) ©

:|  Overall UsersbyTraffic VisitedSites  Web Categories

Top 5 users

1ZamZam dam Gam Bam W0amitpmipm dpm Gpm Bpm Wgm
Tam Jam Sam Tam Wam 1Mam 1pm Jpm 3pm Tem Fpm 10 pm

period.

Ploase select different time period which (partially) covers the requested period:
B &/1/2007 - /3172007
5 &26/2007 - 9/1/2007

Top Requested Web Categories

Inds pma s 1 { Communacatio n
13

Litestyle
Enttertainment / Culture

Ondering
The betest dats update: 3/2/2014 0d: 20046 pm

GFI Software

Smartly engineered | Trusted experience | Right sized solutions | Security excellence
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Mpoayktbl GFI Unlimited

GFl LanGuard

CkaHep ya3BnmMocTemn
[IpoBepKa OTKPbLITLIX NOPTOB

[TpoBepka Hannuma obHoeneHun anst OC n MO
@ Ayout INO n annapaTHoro obecneyeHus.
ABTOMAaTM4eCKoe ucnpasreHue.
YctaHoBka nat4yen: Microsoft, Mac OS,Linux
MoLwlHaga cuctema OTYETHOCTM.




GFI Software

Smartly engineered for greater IT

8-495-223-35-33
sales@dfi-software.ru
www.dfi-software.ru

Kak pabotaet GFI LanGuard?

OOGHapyxeHune
yassmumMmocTen ns bll,
7 o ayouT annapaTtHoro u
~
e o npoOrpamMMHoOro
~
/’ e obecneyeHus,
~
Re A N\ npoBepKa HapyLLIeHNs
/ FeHTbI MONNTUK
5 MUHYT OT e
3arpyskm go 7/
4 ’—'7
cTapTa £ - e
CKaHUpPOBaHMS esareHta .-

- 7 S

- ’ S
- 7 SO
I_—?’! PPt an ,~-CKaHMpoBaHue -~

\ ~
Re A Kaxgbiv ysen
' ot 7 Bceraa aktyanbHas 6av3a nonydaer
tch

ol ) R OaHHbIX YA3BMMOCTEN YPOBEHb

L ’ ©e3onacHocTu
pLanGr’ /,
.
L e
YcTtaHoBKa AHanus
—"”‘

YcTaHOBKa HeAOCTaloLLNX

natyen, ooHosneHue MO,
yCTpaHeHne obHapyXeHHbIX
ysi3BUMOCTEN

NeyeHune <
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IHBeHTapusauunsa cetu

3abbITble Yy3J51bl — NoTEHUMarNbHbIN PUCK AJ14 CETU KOMIMaHUN

Hangute ycTpomncTtBa, 0 KOTOPbIX Bbl HE Nogo3peBasnm
» CepBepa n paboumne ctaHUmn
» BupTyanbHble MalunHbl
» MapLpyTtumsaTopbl, Xabbl, NPUHTEPHI N T.4.
» [NnaHweTbl 1 cMapTdOHbLI

Scan Results Overview Scan Results Details
= [ &) Scantarget: 192.168.0.111 L -. - g sysDescr: D-link Access Point
= [¥] # 192.168.0.111 [D-link AccessP... | | - 4 sysUpTime: 21 days, 4 hours, 52 minutes, 22 seconds
= g Network & Software Audit « 7 sysMame: D-Link Access Point
= B System Information " 4 Object_ID: 1.3.6.1.4.1.171.10.37. 15 (D-Link DWL-2100AP {-2100AP+) (&irPlus X
- M Computer L & Vendor: D4ink Systems, Inc.
- & Ed




GFl Software’ o e i

Smartly engineered for greater IT www.dfi-software.ru

OT14eThl

| =Fd Dashboard  Scan  Remediate  Activity Monitor | Reports | Configuration  Utilities ©) - Discuss this version...
I
= O /) CRISTIF (192.168.96.80)
] | 145 ;
Filter Search Settings | Search
"~
4 % Entre Network G| Bt PCI DSS Compliance Reports
E Localhost : CRISTIF . =] E %ene'al Reports . View, print, schedule, customize LanGuard reparts
[ Local Domain : WORKEROUP i - E| Network Security Overview
4 L&' | ocal Domain © :
P . Vulnersbility Status
L} Patching Status
@ 1sa = 15 Ful Audt
G T Scan Based - Full Audit 5
& ST = g Scﬁ,aﬂ,m:m,ﬂ 2 PCI DSS Requirement 1.2 - Open Poris
» L& Other computers = ¥
iy Scan History The report will list all open ports on target machines or devices. The product uses multiple advanced technigues for identifying
4 "@ Mobile Devices % @ Remediation History the open ports and the protocols using them. It is also able to identify over 700 Trojan ports, and give information about the
[l Network Securty History malware using them.
E Baseline Comparison
| Mobile Device Audit
B @ pliance Reparts
i+ £| HIPAA Compliance Reparts
[#l-/2] 50X Complisnce Reports
[ /2| GLBA Compliance Reports
f1-/E] PSNCoCo Complance Reports PCI DSS Requirement 1.4 - Installed Firewall Applications
[l /2| FERPA Complance Reports
f#l-2| CIPACompliance Reports This report shows all hosts having the personal firewall application installed.
[el-£] 1S0/IEC 27001 & 27002 Complia
[z FISMA Compliance Reports
[e2) ﬁ CAG Compliance Reports
[#l-/E] MERC CIP Compiiance Reports
< >
Scheduled Reports . = .
: PCI DSS Requirement 2.1 - Low Secunty Vulnerabilities
Common Tasks: ¥ [3 Scheduled Reports List
ﬂ Scheduled Reports Options Low and potertial security vulnerabilities usually indicate security miss corfigurations
Manzage agents. ..
Add more computers... i
Scan and refresh information now S
Custom scan... New scheduled report...
Set credentials...
Deploy agent v
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Mpoayktbl GFI Unlimited

GFI MailEssentials

AHTUCNAM U aHTUBMPYC
ansi ntoboro NoYTOBOro cepBepa:
14 HacTpanBaeMbix QUNLTPOB OT cnama
S aHTUBUPYCHbIX A0ep
(Sophos, Cyren, BitDefender, Avira, Kaspersky)
[TlepcoHanbHble YepHble\Derble CNUCKN
nonb3oBaTtenen, ynpaensembole n3 Outlook
KapaHTuH nncem, OOCTYMNHbIN Yyepe3 BeD
Ob6HapyXeHne 9KCnIonToB
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BHewHun Bna (Beb-nHTEpPdENC)
GFI MailEssentials

Log OQut
administrator

=

|- T GFI MailEssentials

"7 Dashboard
# EmailSecurity
¥ Anti-Spam

Bk

=, Content Filtering

<7 Email Managemaent

e

+; Quarantine

o]

+~@# Reporting
+uY General Settings
? Help

< Feedback

w About

L7 POP2Exchange

“a User Console

+ Guarantine Search

Auto-refresh dashboard & logs

:

B

m

30
20
10
e —
o
o a; o 7 75
| % % % % % %

[V] @ Processed: 46

© Content Filtering: 3

[¥] @ Legitimate: 32

@ Spam: 3

Dashboard Logs Updates POP2Exchange
iy Use the Dashboard to see the GFI MailEssentials status and statistical infarmation
A GFl MailEssentials Services \ | A Quarantine Statistics
V| AV Scan Engine v AS Scan Engine Quarantined Malware Emails: 12
Malware Quarantine Size: 3.91MB
v EmailSecurity Attendant ¥ AntiSpam Attendant
Quarantined Spam Emails 0
v Autoupdater V| Legacy Attendant Spam Quaraniine Size 24 04 MB
¥ LocalMode Host v GFIListServer Free Disk Space: 2879GB
v/ GFI POP2Exchange v Enterprise Transfer
| A Email Statistics
View charts for: | Last 6 Hours El
Email Scanning Timeline Scan Statistics

® Malware: 8
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MHO)XeCcTBO aHTUBU PYCHbIX AO€EP

Virus Scanning

ﬂ Virus Scanning Engines

Virus Scanning Engines Status

Use this page to review the virus scanning engine status and to configure their order of execution,

Virus. Scanning Engine
Awira Anti-Virus
BitDefender Anti-Virus
Kaspersky Anti-Virus

Cyren Anti-Virus

Vo xen

Sophos Anti-Virus

| Virus Scanning Optimizations

Status

Gateway scanning: Enabled
Gateway scanning: Enabled
Gateway scanning: Enabled
Gateway scanning: Enabled

Gateway scanning: Enabled

License

Licensed
Licensed
Licensed
Licensed

Licensed

Prigrity
o
1

e Stop virus scanning the current item, if viruses are detected by:

EI Virus scanners

i Stop all further scanning (including non-virus related threats scanning)
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KapaHTuH nnucem

Malware and Content (381) Spam (365)
+ | Use this page to approve or delete emails blocked due to malware\content
[ Date Sender Recipients Subject Medule Reason Source
] 04,/09/2013 spam@spamido Administrator@dom  Energylssu  Keyword Filt. Triggered rufe "threa  Gateway
11:24:50 main.com aina.toy es ering t content” (SMTRF)
F 04/09/2013 spam@spamado Administrator@dom  EnergyIssu  Keyword Filt  Triggered rufe "threa  Gateway
11:24:45 main.com aina.tcy es £ring t content” (SMTP)
. ] 04/09/2013 spam@spamido Administrator@dom  [EP News5  Keyword Filt Triggered rule “threa  Gateway
11:24:42 main.com aina.tcv 30 £ring t content” (SMTP)
F 04/09/2013 spam@spam2do Administrator@dom  IEP Mews5  Keyword Filt  Triggered rufe "threa  Gateway
11:24:41 main.com aina.toy /30 £ring t content” (SMTR)
- F 04,/09/2013 spam@spamido Administrator@dom  Energy Issu  Keyword Filt. Triggered rufe "threa  Gateway
11:24:39 main.com aina.tov £s ering t content” (SMTP)
] 04/09/2013 spam@spamido Administrator@dom  Energy Issu Keyword Filt  Triggered rufe "threa  Gateway
11:24:40 main.com aina.tcy es ering t content” (SMTP)
M 4 .30 31 32 33 34 35 3 37(38(39 » (M Pagesizem 10 ~

381 items in 39 pages
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Mpoayktbl GFI Unlimited

GFI Archiver

Apxunsauus nmcem, dannos 1 KaneHagapem

AHanuns3 nepenunucok no Kr4yeBbIM Cnosam u
NPUNOXEHHbIM doannam

3alinTa oT PUANYECKNUX PUCKOB
N COOTBETCTBME TPeDbOBaHUSM CTaHOapTam
b6e3onacHoOCTU

AHanuns3 adoeKTMBHOCTU paboTbl COTPYOAHMNKOB
N obHapyXeHne yTedek MHdopmMaunm
c nomoubto ot4eToB Maillnsights®
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GFI Archiver

Home Aschne

Configuration

CouricuraTion

OKpaH HaCTPOUKHK

Cuewr Access

Welcome, jsmith

© el me more.

Tasks

Manage Archive Storss

.

Archiving Method

®  Mail Serversto Archive

General Seftings

| Archive Sources v

Archiving Method

Mail Servers to Archive

Archiving Rules

Disatled

Restrictions n effect

Inbound\Outbound\intems

| Archive v

Mailbox Folder Structure
Retrieval

File Archive Assistant

EJ

0 Usars Detectsd

I MAP v

& Archie Stares

| Policies v

Roles and Permissions

#Asoess Group Defined

oS,

Enabisd

Retention and Spam

Policies

2 Active Rules Sst

File History Retention
Policies

Classification Rules

3 Active Rules Sat.
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[lpenmyLlecTBa AAA Bac

GFI Unlimited — aTo npuHumn npnobpeteHus
/ \ y O4HOro nNpou3sBoAnTens

YnobHasa nuueHsuns, kKotopas aBToMaTUYeCKn
\ I O aaet goctyn go pactywen nuHenku MO

[locTyn 0o npoaykuum, KOTOpou goBepaeT
6onee 500.000 knMeHTOB MO BCEMY MUPY
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[ToanUcKa

CtomnmocTtb nognuckn GFI Unlimited:
1728 p.

CTOMMOCTb YKasaHa 3a equHuLy B rog

[TpnobpeTteHne Ha 1, 2 unn 3 roga

Ha 2 n 3 roga nencreyer
CTaHOapTHasl CKnaka

MuHumanbHoe kKonnyectso — 10 eanHuL
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YTO Mbl Y3HaAU

LOoctyn oo Bcen nuHenku MO
EaovHaa nognucka no oMKCcMpoBaHHOM LieHe

HoBble npoayKThbl 1 TeEX.NnoaaepKka BKIHOYEHbI
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YTO Mbl Y3HaAU

[MpnobpeTeHne Ha Nboe KONMYeCcTBO
Hy>Hble 1 NpoBepeHHbIe MPOAYKTHI

v Bce onuumn 1 paclumpenunst BKNOYeHb

bonblie NpoayKkToB UCMONb3yeTe —
OornbLUY0 BbIroAQy nony4vaere
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e

YTO Mbl Y3HaAU

[Tognucka gocTynHa napannenbHo ¢
TPagULMOHHON MOAENbIO NULIEH3NPOBAHUS

OT1 10 eguHny Ha 1, 2 unn 3 ropa

Ha 10.000+ egnHuy, — cneuymanbHasa LeHa
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AKummn po 28 nroHA 2019 ropa

40% ckmngka npu nepexoge Ha GFI Unlimited ¢

KOHKYPEHTHOIO peLleHus
20% ckngka anga rocygapCTBEHHbIX U
“ obOpas3oBaTenbHbIX Y4YpexaeHnn

* CKMOKM HE CYMMUPYIOTCS
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YTO Mbl Y3HaAU

cuepnbiBatoLasd MHopMaLunsa Ha PYCCKOM:

https://gfi-software.ru/unlimited/
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Smartly engineered Trusted Expertise Right sized solutions Security excellence



